
Apr-07-2006 lOiSBam Froiii-XEROX RECEIVED +3103336446 T-979 P. 002 F-13B

CENTRAL FAX CENTER

Application No. 09/766,142

APR 0 7 2006

AMENDMENTS TO THE CLAIMS:

This listing of claims will replace aU prior versions and listings of claims in the

application.

f ISTTNn OF CLAIMS;

Claims 1 - 14 (Canceled).

15. (PreviouslyAmended) A secure content object for distributing and controlling

access to a document and annotations associated with the document, comprising:

an electronic document, the electronic document having been encrypted with a document

encryption key, wherein access to the electronic document is avaUable to a fust set ofauthorized

vssn',

an encrypted header comprising information pertaining to the electronic document;

a first multi-key encryption table for use in a multi-key encryption method associated

with the electronic document, the first table comprising at least one multi-key component

associated with each authorized user in the fust set and a plurality of dummy encryption

components, wherein the multi-key encryption table includes no information that may identify a

user or the electronic document;

a plurality of annotations associated wltii the electronic document, generated by an

annotation author and having been encrypted with an annotation encryption key, wherein access

to the plurality of annotations is available to authorized annotation users comprising the

annotation author and those users in the first set having been designated by the annotation author

as having access to the plurality ofannotations;

a second multi-key encryption table for use in a multi-key encryption method associated

with the plurality of annotations, the second table comprising at least one multi-key component

associated with each authorized annotation user, and

a user interfece device comprising unencrypted information for identifying the electronic

document and an interactive element for enabling a user to input a user authorization for access

PA(X 2/12'RI»DAT4l7/2006 2:16:11 PM [Eastern DaylightriiiK]'SV]^USPT(l^



Apr-07-2006 I0:38ain Fron-XEROX

Application No. 09/766,142

43103336446 T-979 P. 003/012 F-138

to at least a portion ofthe encrypted electronic document, for inputting the user authorization to a

decryption engine using the multi-key encryption method for combining the user authoiization

with each of the multi-key conqjonents in Ae fust multi-key encryption key table to decrypt the

encrypted header, and for combining the user authorization with each of the stored multi-key

components in the second multi-key encryption key table to decrypt an annotation,

wherein iqwn a valid decryption of the annotation indicates the correct annotation

encryption key has been found and the user is an authorized annotation user, and upon a valid

decryption of the encrypted header, for enabling decryption of the portion of the encrypted

electronic document.

16. (Original) The secure content object of claim 15, wherein the encrypted

header mcludes an encryption mariter comprising a random number sequence followed by a

derivable variation of the same random number sequence, wherein a valid decryption of the

encryption marker indicates the document encryption key has been found.

17. (Original) The secure content object of claim 15, wherein the electronic

document comprises content information that is formatted based on an object language having a

set of fomaatting rules.

18. (Original) The secure content object of claim 15, wherein the user interface

device comprises a second electronic document.

19. (Original) The secure content object of claim 15, wherein the information

pertaining to the electronic document comprises a user permission table for access to all or

portions of the electronic document and wherein only those permitted portions of the electronic

document are decrypted.

20. (Original) The secure content object of claim 15, wherein the encrypted

header and the encrypted electronic document are encrypted using different encryption keys and
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w*erein the multi-key encryption table includes at least one multi-k^ component for each

encryption key.

21. (Original) The secure content object of claim 15, wherein the encrypted

header fUrther comprises a fingerprint for identi^ing a predefined aspect of the electronic

document.

22. (Original) The secure content object of claim 15, wherein the electronic

document comprises a pluiaUty of individual electronic documents, the encrypted header

comprises information pertaining to each ofthe individual electronic documents.

23. (Original) The secure content object of claim 22, wherein the information

pertaining to the electronic document comprises a user permission table setting forth access to all

or portions of each of the individual electronic documents and wherein only those permitted

portions of the authorized electronic document are decrypted.

24. (Chiginal) The secure content object of claim 17, wherein die content

information is selected from the group consisting of text, graphics, equations, tables,

spreadsheets, pictures, video ffles, audio files, multimedia files and binary data of unknown

format

25. (Previously Presented) The secure content object of claim 17, wherein the

object language con^)rises Adobe Acrobat.

26. (Previously Presented) The secure content object of claim 17, wherein the

object language comprises a language which interprets Microsoft Word documents.

27. (Original) The secure content object of claim 20, wherein the encrypted

header includes an encryption marker comprising a random number sequence followed by a
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derivable variation of the same random number sequence, wherein a valid decryption of the

encryption maricer indicates the header encryption key has been found; and wherdn the encrypted

eleclionic document includes an encryption marker comprising a random number sequence

followed by a derivable variation of the same random number sequence, wherein a vaUd

decryption ofthe encryption marker indicates the document encryption key has been found.

28. (Original) The secure content object of claim 15, wherein the electronic

document includes a document ID and wherein the document encryption key includes a

combination of the document ID, the user information and the multi-key component, for each

authorized user.

29. (Original) The secure content object of claim 15, wherein the electronic

document comprises a first electronic document and an annotation associated therewith, wherein

the annotation is encrypted using an encryption key associated with a user generating the

annotation; and wherein the encrypted header includes information pertaining to the first

electronic document and the annotation.

30 - 34, (Canceled).

35. (PreviouslyAmended) A method for creatir^ a secure content object for

distributing and controlling access to a document and annotations associated with the document,

comprising:

providing an electronic document, wherein access to ibe electronic document is available

to a first set ofusers;

responsive to a first user from the first set of users, generating a plurality of annotations

pertaining to the electronic document usmg the document language and associating tiie plurality

ofannotations with the first user;

designating which xisers in the first set of users are authorized users have access to tiie
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plurality of annotations;

encrypting each annotation using an annotation encryption key associated with the first

user generating the particular annotation, wherein access to an encrypted annotation is available

to authorized users having access to the respective annotation encryption key;

for each annotation encryption key;

generating a multi-key encryption taWe for use in a multi-key encryption method,

the table comprising at least one multi-key component associated witii each authorized

user having been designated by the first user as having access to the annotation;

providing a user interlace for enabling a user to input a user authorization for

access to at least a portion ofan encrypted aimotation;

wherein, responsive to an input user authorization, combining the iiqiut user

authorization with each of the stored multi-key components in tbc multi-key encryption

key table to decrypt the annotation, wherein valid decryption of the annotation indicates

the correct annotation enctyption key has been foimd;

concatenating the plurality ofencrypted annotations in a second electronic document; and

merging tiie second electronic document and the encrypted electronic document into a

third electronic document such that access to the encrypted electronic document is available to

the first set of users and access to the encrypted annotations in tiie separate file is provided only

to authorized users.

36. (Canceled).

37. (Previously Presented) The method of claim 35. further conq>rising the step of

encrypting tiie first electronic document using a document encryption key, wherein access to the

encrypted electronic document is provided only to tiie first set of users;

generating a multi-key encryption table for use in a multi-key encryption method, the

table comprising at least one multi-key con^ionent associated witii each of tiie first set ofusers;

generating an encrypted header comprising information pertaining to the electronic
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document;

providing a us«r interface for enabling a user to ii^ut a user authorization for access to at

least a portion of the encrypted document;

combining the user authorization with each of the stored multi-key components in the

multi-key encryption key table to decrypt the encrypted header; wherein valid decryption of the

encrypted header indicates the document encryption key has been found.

38. (Original) The method ofclaim 35, further comprising adding an unencrypted

header identifying the generating user to each encrypted annotation.

39. (Canceled).

40. (Canceled).

41 . (Previously Presented) The method of claim 35, wherein the encrypted header

includes an encryption marker comprising a random number sequence followed by a derivable

variation of the same random number sequence, wherein a valid decryption of the encryption

marker indicates the annotation encryption key has been found.

42. (Original) The method of claim 35, wherein the separate file and the

electronic document are stored in different locations.
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